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Course description 
 

Lecture: 
Information security. Security policy. Organizational and legal aspects of information security. Security 
assessment of systems - criterions. Security threats - detection and prevention. Security attacks. Security 
architecture. Security services, security mechanism. Quality and certification of systems. Basic elements of 
cryptography. Properties of secure ciphers. Kinds of ciphers. Symmetric key cryptography: stream ciphers and 
block ciphers. Symmetric and asymmetric cipher algorithms. Public key cryptography. Key distribution. Quantum 
cryptography. Authentication methods. Digital signature. Malware. Digital watermarking and steganography. 
Compromising emanations. Spurious emission - mechanism of generation, ways of reducing emissions. 
Electromagnetic leakage (protection of information, protection zones). 
 
Classes: 
 
 
Laboratory: 
 
 
Project: 
Analysis and/or planning the security of information systems. 
 
 

Objectives of the course 

The goal of the course is to learn about security of information systems (analysis and planning the security of 
information systems). 



 
 

Examination method 

Written test, written solution of design problems, oral discussion. 
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