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Type of classes

Number of
Semester Weekly load L C . Lb p ECTS credits
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Lectures Laboratory Project
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Course description

Lecture:

Information security. Security policy. Organizatbmand legal aspects of information security. Sigcur
assessment of systems - criterions. Security thredgtection and prevention. Security attacksuityc
architecture. Security services, security mechan@uality and certification of systems. Basic elatseof
cryptography. Properties of secure ciphers. Kirfdsghers. Symmetric key cryptography: stream cipland
block ciphers. Symmetric and asymmetric cipher rdlgms. Public key cryptography. Key distributid@uantum
cryptography. Authentication methods. Digital sigma. Malware. Digital watermarking and steganobyap
Compromising emanations. Spurious emission - mestmaf generation, ways of reducing emissions.
Electromagnetic leakage (protection of informatiprgtection zones).

Classes:

Laboratory:

Project:
Analysis and/or planning the security of informatiystems.

Objectives of the course

The goal of the course is to learn about secufitgformation systems (analysis and planning theusgy of
information systems).




Examination method

Written test, written solution of design problerosal discussion.

Bibliography

1. Stamp M.: Information Security. Principles andd®ice. Willey-Interscience, Hoboken, 2006.

2. Stallings W.: Ochrona danych w sieci i intersi®¢ teorii i praktyce. WNT, Warszawa 1997

3. Stoktosa J., Bilski T., Pankowski T.: Bezpietst®o danych w systemach informatycznych, PWN, Waxsz
— Pozna 2001

4. Liderman K.: Bezpieczstwo Teleinformatyczne, Instytut Automatyki i RopkitWAT, Warszawa 2001
5. Anderson J.: Security Engineering. A Guide tddng Dependable Distributed Systems, Wiley Puibitig
Inc., Indianapolis 2008

6. Maiwald E. Bezpieczsstwo w sieci: kurs podstawowy, EDITION 2000, Krakg®@01

7. Sutton R. J.: Bezpiearstwo telekomunikacji: praktyka i zaidzanie, WKit., Warszawa 2004

8. Schneier B.: Kryptografia dla praktykéw, WNT, Waawa 2002

9. Dennig D.E.: Wojna informacyjna i bezpieagevo informacji, WNT, Warszawa 2002

10. Put D.: Szkota Hakeréw — padenik, Wydawnictwo CHS, Kwidzyn 2006

Lecturer signature

Head of Department signature

Dean signature




