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Course description

Lecture:
Introduction to the security of computer systemsser consciousness, basis of cryptography, codss tygata
encryption modes.

Present cryptography algorithms - symetric algomghalgorithms with public key, digital signaturegssage
entity authentication codes.

Public key infrastructure - X.509, Certification thority, PKI elements.
Entity authentication and autorisation in Linux,ikJand Windows operating systems.

Data security - file encription, digital signatufRedundant Array of Independent Disks, devicesapplication
to data protection, Uninterruptible Power Supply.

Data transmission security - PGP, S/IMIME, SSL/TESH, IPSec protocols.
Firewall types.

Using OpenSSL to: files encryption, keys generatidigiital signature, creation of Certification Aaotity,
certificates generating for presentation serverg/ii).

Security communication with remote computer by gssecure Shell.

Classes:




Laboratory:
Installation of authorization centre - Windows 2G&8ver.

e-Directory on SLES10 server installation.

Installation and configuration of IPSec connectiforschosen operating system.
Installation, configuration and tests of data sjeranatrix.

Firewall configuration and tests.

Installation and tests of selected tools to thekai@tion data encryption.

Tools to testing computer networks security.

Project:

Objectives of the course

Student should obtain theoretical knowledge andtwa understanding of subject and skill of maimitag
security computer networks.

Examination method

Final examination, oral or written test on eaclolatory, credit test from laboratory.
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